Abstract-A robust reversible data hiding scheme for multispectral image is proposed in this paper. Different from the existing robust lossless data hiding schemes which use statistical quantity of the arithmetic difference of image blocks, this method shifts transform domain statistical quantity histogram to get a better performance for multispectral images. The statistical quantity of the average of the coefficients in 3D-IWT (Integer Wavelet Transform) block is used to embed data and to achieve robustness. The secret message can be extracted without a location map or overhead information. The experimental results demonstrate that the robustness and embedding capacity of the proposed scheme outperform the representative method in literature.
I. INTRODUCTION
Data hiding can be used as a way to transport information secretly or to protect the copyright of the cover image [1, 2] . As the uses of multispectral images are increased, data hiding for multispectral images has gained more and more attention [3] . Some robust schemes have been developed, but they have low embedding capacity and introduce irreversible distortions [3] - [7] . For multispectral images, it is desirable to recover the original image after extraction of data from the marked image as far as possible. To make sure a host image can be completely recovered after embedded messages are extracted, reversible data hiding methods have been proposed [8] - [13] . However, they are fragile that the hidden data cannot be extracted correctly after the marked image goes through some moderate alterations. For some applications, it is desired that the hidden data will be robust against unintentional changes applying to the stego-image, such as image lossy compression and sometimes unavoidable addition of random noise. For example, multispectral images are often compressed before data transmission [14] . So data hiding method for multispectral images should not only preserve intactness of host images but also provide robustness against unintentional attacks like compression and channel noise. To solve this problem, robust reversible data hiding techniques have been proposed, in which the original cover image can be recovered after data extraction if the marked image remains intact, in addition, the hidden data can still be extracted correctly if the marked image goes through image compression or being added noise to some extent.
Ni et al. presented a robust reversible data hiding technique based on the patchwork theory, the marked images are robust against to JPEG/JPEG2000 compression, however, the payload size is limited [15] . Zeng et al. adjusted the mathematical difference values of a block and designed a robust reversible data hiding scheme [16] , the cover image was first divided into a number of blocks and the arithmetic difference of each block was calculated, data bits were then embedded in the blocks by shifting the arithmetic difference values. The performance of Zeng et al.'s scheme was significantly improved compared with Ni et al.'s method. Zeng et al.'s scheme needs overhead information to avoid overflow/underflow. The compressed overhead information and secret data is concatenated and be embedded into the cover image together. Consequently, the pure payload, meaning the number of actual secret bits that can be carried by a cover image, would be small. Li and Zhou [17] use the same statistical quantity as [16] , they introduced several thresholds which were chosen according to the maximum absolute value of statistical quantity. An et al. [18] - [20] incorporated k-means clustering algorithm and statistical quantity to deal with the dynamic division of embedding regions and the robustness was improved. An et al.'s method is non-blind because the locations of the changed pixels need to be saved as side information and transmitted to the receiver side in order to recover the original grayscale values of pixels. Yang and Lin [21] presented a large payload robust reversible data hiding scheme by coefficient shifting. A bitmap that indicates whether or not a difference pixel has undergone the shifting process is recorded during bit embedding. The bitmap should be sent to the receiver by an out-of-band transmission for extracting the data bits. It is not a blind scheme either.
The existing data hiding techniques are either nonblind or with low payloads, and are not suitable for multispectral images. Exploiting dependencies in all three dimensions of multispectral images promises substantially more effective data hiding than twodimensional (2-D) approaches such as applying conventional data hiding methods to each spectral band independently. Therefore a robust reversible data hiding algorithm based on 3D-IWT for multispectral images is proposed in this paper.
The rest of this paper is organized as follows. Previous works are reviewed in Section II. The proposed algorithm is described in Section III. Both the procedures of data embedding and data extraction are described in this section. Section IV presents the simulations. The conclusion is given in Section V.
II. RELATED WORKS
In this section, we review Ni et al.'s [15] and Zeng et al.'s [16] robust reversible data hiding methods.
A. Ni et al.'s Method
Ni et al. proposed a robust reversible data hiding method based on the patchwork theory [15] .
In this method, the original cover image is divided into non-overlapping blocks sized mn  each. For each image block, two subsets are split. Fig. 1 shows such a pattern with size 88  as an example. Subset A consists of all pixels marked by "+" and subset B consists of all pixels marked by "-". Figure 1 . Difference pair pattern [15] The embedding procedure of this method is described below:
1. Calculate the arithmetic average difference  of block by: Because the shift quantity  is fixed, the original arithmetic average difference can be restored. Furthermore, the arithmetic average difference in a block is a statistical quantity, and minor changes to the image caused by unintentional attacks such as JPEG2000 compression will not cause the statistical quantity to change much, and robustness is achieved.
B. Zeng et al.'s Method
Zeng et al. [17] proposed a lossless and robust data hiding method by shifting the mathematical difference values of a block. Due to the separation of the bit-0-zone and the bit-1-zone and the particularity of the mathematical difference, this method can tolerate JPEG2000 compression to some extent.
The embedding procedure of this method can be summarized as follows:
1. The image C is divided into non-over lapping blocks sized mn  each.
2. Then, the arithmetic difference of each block, denoted by α, is calculated by:
where k indicates the kth block, and () ( , ) k C i j denotes the pixel value of point ( , ) ij in the block. The matrix M is given by:
3. According to two positive integer thresholds T and G, the extra space in the  distribution can be constructed. 4. To embed the bits, if a bit 0 is to be embedded, the block remains intact, and if a bit 1 is to be embedded, it is 
III. THE PROPOSED SCHEME
In order to obtain a high capacity and a good perceived quality, in this paper, the secret message is embedded into the frequency domain based on the transform domain coefficient statistical quantity histogram shifting. We use IWT for the sake of preserving the integrity of remote sensing image. IWT has proper de-correlation and can transform from integer to integer. The 'db1' IWT is used in this paper.
Multispectral images can be represented as a third dimensional data M N Z
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, as shown in Fig. 2 . 
where z indicates the zth detailed sub-band, ,,
the coefficient value of the position ( , ) ij in the kth block, the symbol []  is the ceil function meaning "to the nearest integer towards infinity". The secret message is embedded from () ( , )
, where B is the beginning number and Z is the number of bands.
A distribution of
7 (a)) is shown in Fig. 3 , where m=2, n=2, z=4. The horizontal axis represents the value of
longitudinal axis is the number of Next, a threshold R is introduced, which is a positive integer representing robust space. R is the robustness controller.
The embedding process is as follows. If a bit 0 is to be embedded, this block remains intact, and if a bit 1 is to be embedded, we can embed it into the block by shifting the block average
The shifting rule is given by:
The resulting distribution of block average
shown in Fig. 4 after shifting. 
B. Data Extraction
Extraction is a similar process as embedding process. 3D-IWT is conducted for marked image to get the marked coefficient matrix
V in the same predefined order as used in the embedding process and the mean value of each block is calculated.
The distribution of () z k  will change if the marked image has been altered by compression. One such example is shown in Fig. 5 , where parts of the bit-0-zone and the bit-1-zone are overlapping. Fig. 5 shows that lots of mean value change their locations and step into the wrong zone, leading to a difficult recognition of the right zone before compression, and challenging the robustness. Hence, to extract the hidden data correctly, a certain adjustment is necessary. The operation proposed by Zeng et al. [16] is adopted with a necessary modification in the proposed scheme. In this case, after obtaining the distribution of () z k  of the compressed marked image, we can choose the new boundary by using the numbers of 0s in the hidden data. We can obtain T  such that the number of
TT  -is equal to the numbers of 0s. The embedded message is extracted from the distribution of () z k  by using the following formula:
to obtain its reconstructed coefficient matrixes according to () 
() z V is used to construct the recovered image by performing the inverse transformation of IWT. After the IWT reconstruction, the original image is obtained.
C. An Example of Data Embedding and Extraction
To specify the idea of data embedding, an example of a multispectral image with 6 bands, each band consists of 1616 pixels is given. IWT is first applied on the spectral dimension, followed by on the horizontal and vertical axis. The detailed sub-bands (higher frequency subbands), each being one-fourth the size of the original band, are used to embed data. The control parameter B is set to be 4 in this example. Thus, the secret message is embedded from the fourth detailed sub-band to the sixth detailed sub-band. Each detailed sub-band with size 88, the fourth detailed sub-band was presented in Fig. 6(a) . In this example m and n are set to be 2.
The mean value () z k  of each detailed sub-band coefficients block is calculated in a band in a raster scan order. T is calculated by Eq. (5), thus, 4 T  . The control parameter R is set to be 6 in this example. Next, we can obtain  by Eq. (6). Thus, 10 TR     . In the proposed algorithm, all blocks are used to embed the payload data. A 16-bit stream can be embedded in Fig.  6(a) . Assume that the bit-stream to be embedded is "0101100101011010". The first message bit 0 is embedded in the first block by leaving the first block unmodified. Since the second message bit is 1, the mean value of second block The shifted block is obtained by Eq. (7) as shown in Fig.6 (c). The embedding process continues until all of message bits are embedded, and then the resulting marked coefficient blocks are obtained. The resulting hidden blocks are depicted in Fig. 6(c) . The secret message is embedded into the fifth and sixth detailed sub-bands in the same way. Then use the stego coefficients to construct the marked multispectral image by performing the inverse transformation of 3D-IWT. The extraction scheme can be explained by the same example as shown in Fig. 6 . The first step is to decompose the multispectral image into 3D-IWT coefficients.To extract the embedded payload data and recover the original coefficient blocks, a similar reverse process can be performed to Fig. 6(c) . Since the number of 0s in the hidden data is 8, we find the smallest 8 absolute values of the mean value of each bit-hidden block. The max value of the smallest 8 absolute values is 2, so we obtain 2 T   . Then the stego coefficient blocks are scanned. For each stego coefficients block, if the absolute value of the mean is smaller than or equal to T  , a secret bit 0 is extracted and the coefficient value in the block remains unchanged. On the other hand, if the absolute value of the mean is larger than T  , then, the secret bit 1 is extracted and the recovered coefficient value is obtain by Eq. (9). The extraction process continues until all of message bits are extracted, and then the recovered coefficient blocks are obtained. 
D. Overflow/underflow Issues
An overflow/underflow can be occurred during bit embedding if a pixel value of the host image is a little either less than the lower bound (0 for an eight-bit grayscale image) or larger than the upper bound(255 for an eight-bit grayscale image). How to handle both overflow and underflow of pixels is important for reversibility. To overcome the overflow/underflow issues, a pixel-shifting approach can be performed in the spatial domain before data embedding. Tai et al. [23] adopt a histogram shifting technique that narrows the histogram from both sides to avoid the occurrence of overflow and underflow. The histogram shifting information was also embedded into the cover image together with the secret data. In histogram shifting technique, the overhead information is too large therefore the hiding capacity is decreased. Xuan et al. [24] proposed a pixel adjustment strategy to solve this problem. Unfortunately, it also cannot be directly applied to wavelet domain because the adjustment scale related to wavelet transform is unknown. A modulo operation was adopted by Lin et al. [25] to avoid truncation as overflow or underflow occurs. In this paper, we improve the method proposed by Lin et al. 
In the receiver side, whether the received pixel, for example, ( , , ) 255 w I x y z  was derived from 255 or -1 must be distinguished. Considering the characteristics of an image, no tremendous variations exist for adjacent pixels. Therefore, in case of a significant difference between a pixel and the pixel around it, the pixel was conducted by modulo operation. We introduce a threshold, denoted by f d T , which is a positive integer, to prevent the occurrence of overflow and underflow. 1 ( 1, , ) ( , , )
2
( 1, , ) ( , , ) 
Eq. (16) is used to restore the original value of ( , , ) w I x y z after the modulo operation is performed. This method is simple and has no overhead information.
E. Hiding Capacity
For a multispectral image
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, we assume that the divided block size is mn  , the hiding capacity of the proposed scheme can be calculated by the following formula:
For most reversible data hiding methods, location map is necessary to avoid overflow/underflow issues. When the payload is small, the compressed location map consumes far more embedding space than the payload. This is because most reversible data hiding methods lack capacity control capability. Our method has a constant image-independent embedding capacity. We introduce m, n and B to achieve accurate capacity control capability. The payload can be changed by modifying the capacity controller m, n and B.
IV. EXPERIMENTAL RESULTS AND ANALYSIS
In our experiments, four multispectral images acquired by Landsat, as shown in Fig. 7(a)-(d) , are used to evaluate the performance of the proposed scheme. The test images contain 6 bands, each band consists of 512512 pixels. The test multispectral images are with a spatial resolution of 30 meters, and each spectral component is represented in 8-bit precision. The secret data used in our experiments are generated by a pseudorandom number generator. Fig. 7 (e)-(h) shows the band 3 of the marked images that is obtained by the proposed method. Where m=2, n=2, B=4. The capacity for each multispectral image is 49152 bits. We can modify the robustness controller R to make tradeoff between the robustness and the quality of obtained marked image.
A. Watermark Imperceptibility
To measure the perceptual quality, we calculate the peak signal-to-noise ratio (PSNR) that is used to estimate the quality of the watermarked multispectral image in comparison with the original ones. The PSNR of the zth band is defined as follows: Secret data is embedded in bands from
where B is the starting band and Z is the number of bands. B is an important parameter which will influence the capacity and the image visual quality directly. Secret data is only embedded in HH sub-bands of IWT transform coefficients in the experiments in this paper, and the nonoverlapping blocks with a size of mn. The hiding capacity is determined by m, n and B. The robust space R influences the hidden data robustness and image visual quality. A bigger R means stronger robustness but worse image visual quality. Fig . 8 shows the average PNSR of the test images by the proposed scheme with difference robust space R. Fig.   9 shows the PSNR results for each band of the test images when the robust space R is 16. By observing Fig.  8 , it can be seen that the PSNR decreases as parameter R increases. The robust space R influences the image visual quality.
Analogously to the radiometric distortion measurements, mean spectral angle (MSA) was defined for spectral distortion measurement. The spectral angle mapper (SAM) denotes the absolute value of the spectral angle between the couple of vectors [26] : 
B. Robustness
To evaluate robustness, three kinds of unintentional attacks are imposed on the watermarked images respectively. The three kinds of attacks are JPEG2000 compression with the compression ratio from 2 to 25 with a step of 1, salt and pepper noise with noise density from 0.1% to 0.5% with a step of 0.1%, and cropping with the cropping ratio from 10% to 30% with a step of 5%. The hidden data are extracted from the marked images after attack.
As the robust space R is used to separate the zone embedded bit-0 from the zone embedded bit-1. As R increases, the robustness against image compression and noise will strengthen. We conduct a set of experiments to observe how the threshold R influences the robustness of the proposed method, and the results are illustrated in Fig.  11 and Fig. 12 . In the experiments, we use 22 block size. Fig. 11 shows the relationship between the BER and the JPEG2000 compression ratio with different threshold R. It can be observed that the JPEG2000 compression ratio increased as R increased. This implies that a larger R obtains higher robustness. Fig. 12 shows the relationship between the BER and noise density with different threshold R. The BER of cropping attack is not sensitive to the threshold R. In the experiments, we get the same BER with different R. Fig. 13 shows the relationship between the BER and cropping ratio when R is 16. 
C. Example
Arnold transformation is applied widely in digital image scramble [21] . In our experiment, the Arnold transformation is employed to shuffle the pixel positions of the watermark image before embedding. The Arnold transformation can be described by
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where (x, y) is a pixel of the K×K original image, and (x', y') is a pixel of the transformed image. Arnold transformation turns point (x, y) into another point (x', y'). The watermark is a binary image of size 264×183 pixels (48312 bits). We reshape the 264×183 watermark into the 220×220 matrix W whose elements are taken column-wise from the original watermark. 220×220 = 48400bits is larger than 264×183 = 48312 bits. 
D. Comparison with Existing Technique
We would like to note that the methods proposed by An et al. in [18] - [20] Table I, Table II and Table III. Where m=2, n=2, B=4, and the marked images satisfy PSNR>38dB. As shown in Table I , the embedding capacity of the proposed scheme is 2 times the capacity of Zeng et al.'s algorithm. We can observe from Table II , the robustness against JPEG2000 compression of the proposed scheme outperforms Zeng et al.'s algorithm too, where the hidden data are extracted from the compressed marked images and the results satisfy BER<1%. Table III shows the performance against salt and pepper noise, the proposed method is comparable to Zeng et al.'s algorithm. In addition, since Zeng et al.'s algorithm is a spatial domain method, it is sensitive to cropping. 
V. CONCLUSIONS
A robust reversible data hiding technique for multispectral images has been proposed in this paper. Data bits can be effectively carried by the 3D-IWT blocks. In the proposed algorithm the original cover image can be recovered reversibly after data extraction if the marked image remains intact. In addition, we employ parameters, for example, R and B to get a tradeoff between PSNR and payload size. Simulations validate that the marked images generated by the proposed algorithm are robust to JPEG2000 compression, cropping and noise additions. Compare with the representative methods, experimental results on multispectral images demonstrate that the proposed method: 1) obtains comprehensive performance in terms of reversibility, robustness and capacity; 2) has the accurate capacity control capability; and 3) can extract hiding data without any overhead information. 
